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About the Speaker
Michael Robinson
Senior Director, Service Management for McKesson Corporation
* Michael brings over 16 years of experience in helping
organizations to mature their processes and better leverage
technology to meet their changing business needs
* Prior to McKesson, Michael was VP Professional Services for
Third Sky, Inc., an IT Service Management consultancy.
* Michael’s Service Management certifications include:
— Certified ITIL® v3 Service Management Expert
— ITIL® v3 Intermediate: Release, Control, and Validation
— ITIL® v3 Intermediate: Service Offerings and Agreements
— ITIL® v2 Service Manager
ITiLisa Register.ed Tréde Mark, and a registered community Trar.!e Mark of the Office of Government
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* ITIL Version 3
— Overview of the ITIL Service Lifecycle

— How and why organizations are using the Service Lifecycle
— ITIL & CMMI

ISO/IEC 20000

Difference between ITIL certification and ISO/IEC 20000
certification

How and why organizations are choosing to pursue the ISO/IEC
20000 certification

ITIL, COBIT and Internal Compliance
How and why organizations are leveraging both ITIL and COBIT
Examples of an integrated approach to IT Service Management

improvements
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ITIL = “Information Technology Infrastructure Library”

A set of good practices and guidelines that define an integrated, process-based
approach for managing information technology services

Built on good practices that were observed around the world and compiled by the
British Government’s IT organization- formerly the Central Computer and
Telecommunications Agency (CCTA), now the Office of Government Commerce
(0GC)

ITIL is a Framework, not a Methodology, that provides:
Good practice guidelines for a set of Service Management processes, and
A focus on the services that are delivered to the Service Provider’s customers

Service Management is a set of specialized organizational capabilities
for providing value to customers in the form of services.

ITIL is about integrating the Service Provider with the needs of its
business customers

Improving service quality

Decreasing the costs of Service delivery and support
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SERVICE DESIGN

Service Catalog Management
Service Level Management
Capacity Management
Availability Management
Continuity Management
Information Security
Management

* Supplier Management

SERVICE STRATEGY

* Service Portfolio
Management

* Financial Management

¢ Demand Management
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Improvement

Service
Transition

Service

Strategy

Service Service ll

Design Operation

CONTINUAL SERVICE IMPROVEMENT

* Service Level Management

e 7-Step Improvement Process
' * Service Measurement

* Service Reporting
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SERVICE TRANSITION

¢ Change Management

* Service Asset and
Configuration Management

* Release and Deployment

 Validation and Testing

 Evaluation

* Knowledge Management

SERVICE OPERATION

Event Management
Incident Management
Request Fulfillment
Problem Management
Access Management
Common Service Operations
Operational Activities of
other lifecycle phase
processes
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The “How”

“Adopt & Adapt”, rather than “Implement”
Align to the framework and use it as the basis for ongoing

measurement of Key Performance Indicators (KPI)

Establish a roadmap of improvements in the context of the

framework
The “Why”

Speak a common language, internally and with partners and peers
Leverage guidance and standardized approaches drawn from good

practices (seen

in wide industry use)

Avoid “reinventing the wheel” - accelerate the improvement plan
to discuss the core, not the context, of improvements

Holistic perspective - view service management through the
entire lifecycle of services
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Improvement Roadmaps:
Examples of high-level visualization

| Service Strategy Service Design

Current State

Formal IT Service Management (ITSM) process
Siloed process - immature or notintegrated with ITSM
Not yet a managed process
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Improvement Roadmaps:
Examples of high-level visualization

— e
Service Strategy Service Design

Fervice

N B.ITIL processes are in bold text, key artifacts / activities are ftaliczed
Current State 2009

Formal ITSM process
Siloed process
Not yet a managed process

Focus of improvement
Partial improvement
Not addressed Source: Third Sky
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Improvement Roadmaps:
Examples of high-level visualization

Service Strategy Service Design

Current State

Formal ITSM process Focus of improvement
Siloed process Partial improvement
Not yet a managed process Not addressed Source: Third Sky knowledge capital and client experience
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Improvement Roadmaps:
Examples of high-level visualization

Service Strategy Service Design

NB.ITIL are in bold text, key 1 are talczed
Current State 2009 2010 2011

Formal ITSM process Focus of improvement
Siloed process Partial improvement
Not yet a managed process Not addressed Source: Third Sky knowledge capital and client experience
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Where are you?

 [Eopemma ]

QlT Service delivery is ad
hoc, even chaotic

QOFew processes defined

QService delivery
success based on
heroism, and
individual effort

QService reporting is
inconsistent

QBasic service
management
processes are
established.

QDiscipline in place to
repeat earlier
successes on similar
services with similar
service levels.

QIT service processes
are documented,
standardized, and
integrated into
standard service
processes.

DAll services are
delivered using
approved, tailored
versions of the
organization’s standard
service processes.

Q Detailed
measurements of the
IT service delivery
process and service
quality are collected.

OBoth the service
processes and the
delivered services are
quantitatively
understood and
controlled.

High Risks, | Increasing IT Capability

Low Benefit

>

Source: Third Sky experience and “The IT Service Capability Maturity Model” by Frank Niessinka, Viktor
Clerca, Ton Tijdinka, and Hans van Vliet
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QContinuous process
improvement is
enabled by
quantitative feedback
from the processes
and from piloting
innovative ideas and
technologies.

)1
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Reduced Risks,

Greater
Benefits
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ITIL can be used in concert with other sources of good practice, including other
frameworks and/or standards, to help organizations achieve their goals.

g Continual
CMMI® Service
Improvement ISO/IEC
eTOM’ : 20000
Service
Transition |SO/|EC
Six Sigma”® 27000
PMBOK® SOX
Service
PRINCE2™ Strategy Cert"if'ied
l Training
. S i
eSCM-SP™ Selvice Operation ¢ .
CobiT* ISO/IEC
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IT Infrastructure Library (ITIL)
Control Objectives for Information
and related Technology (COBIT)
Capability Maturity Model (CMMI)
ISO/IEC 20000 IT Service
Management
Application Service Library (ASL)
Other |

0% 20% 40% 60% 80% 100%

Source: Aberdeen Group 2008
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ITIL Version 3

Overview of the ITIL Service Lifecycle
How and why organizations are using the Service Lifecycle

ITIL & CMMI
+ ISO/IEC 20000

— Difference between ITIL certification and ISO/IEC 20000

certification

— How and why organizations are choosing to pursue the ISO/IEC

20000 certification

ITIL, COBIT and Internal Compliance
How and why organizations are leveraging both ITIL and COBIT
Examples of an integrated approach to IT Service Management

improvements
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ITIL ISO/IEC 20000

Used by organizations worldwide to
establish and improve capabilities
in Service Management.

Can be adopted in whole or in part,
per the needs of the organization.
Offers a body of knowledge useful
for achieving the 1ISO/IEC 20000
standard.

Certification is for the individual

I
L
JU

Provides a formal and universal
standard for organizations seeking
to have their Service Management
capabilities audited and certified.
A standard to be achieved and
maintained

Certification is for an entire
company

Emphasizes a formal and
structured IT governance model
(echoing COBIT)

References ISO/IEC 17799
(Information Security Management)
as a compliance requirement.
Underpins ISO 9000 for IT
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Management Systems

Planning & Implementing
Service Management

Planning & Implementing
New/Changed Services

Capacity
Management

= —
Service Level
Management

ervice Continuity —
& Availability

Service
Delivery
Processes

nagemen
ormation
Security
Vlanagemen -
Budgeting &
Accounting for IT
ervice

=\
Service Reporting
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Business
Relationship Relationship

Processes

Supplier
Relationship

Resolution
Processes

Configuration
Management

Control Processes
Change
Management

Release Processes
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Incident
Management
Problem
Management

Release
Management

$an Francisco Chapter

Management Systems
v Planning & Impleme
Service Management

Design

v Planning & Implementing
ew/Changed Service:

Management
—
v Service Level

Service Continuity
& Availability
Managemen
v Information Security
Management
=

v Budgeting &
Accounting for IT
Services
v (SLM) Service

Reporting

Service Delivery
Processes

Service Design

Service
Transition

Business
Relationship
Relationship Processes 7 St
‘ I S Relationship

Resolution Processes
v Problem

v Configuration
Management

Control Processes

al ¥ Incident
Management

Service
Transition

Service
perations

Service
Transition
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Month 1 2 3 4 5 6 7 8  Assessments every 6 to 12 months

Renew certificate every 3 years

pour ————————————————————————————————

Involvement
Certification . Auditing organization may need to be different
Body . to the Assessment organization

Consulting ﬁ

Assistance « Justify
« Certification process education
* Define Scope
* Prepare for Assessment

* Provide Guidance on Remedial Action
* Prepare for Audit

12101D1

When there is a need to....
Provide assurance to internal customers

Provide competitive differentiation to
external customers

Provide assurance within your own
organization (IT) that you have met a global
standard, not just leveraged guidance

Enable “apples to apples” comparison with
peers

. HSACA

San Fransisco Chapter

AT A
i
AT A
e
I
- ———
AT A
-
I
e
AT A
-
I
- —
IV
R
AT A
-
AT AN
-




When you have...

No need for external differentiation or internal
confidence-building via a “standard”

An approach to adopt and adapt ITIL guidance
over time (i.e. a roadmap of continual
improvement), rather than pursuing an all-or-
nothing achievement of a standard

Budget / resource limitations
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ITIL Version 3
Overview of the ITIL Service Lifecycle
How and why organizations are using the Service Lifecycle
ITIL & CMMI

ISO/IEC 20000

Difference between ITIL certification and ISO/IEC 20000
certification

How and why organizations are choosing to pursue the ISO/IEC
20000 certification

+ |ITIL, COBIT and Internal Compliance
— How and why organizations are leveraging both ITIL and COBIT

— Examples of an integrated approach to IT Service Management
improvements
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Goals (IT, Process &
Activity)

Metrics

IT Management & Staff
ITIL Process(es)

Roles

Activities

Metrics &
Measurement

-
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Plan & Organize

PO1 PO2 PO3 PO4 PO5

PO6 PO7 PO8 POS  PO10

Acquire & Implement Deliver & Support

All A2 Al3 DS1 DS2 DS3 DS4

DS5 DS6 DS7 DS8
Al4 Al5 Al6

DS9 DS10 DS11

.\

DS12 DAY}

Monitor & Evaluate

ME1  ME2 ME3  ME4

OC U‘




PO1 Define a strategic IT plan.

PO4 Define the IT processes, organization and
relationships.

Plan & Organize PO5 Manage the IT investment.

PO6 Communicate management aims and
direction.

PO7 Manage IT human resources.

PO8 Manage quality.

PO9 Assess and manage IT risks.

PO1 PO2 PO3 PO4 PO5

PO6 PO7 PO8 PO9S PO10

DS1 Define and manage service levels.
. . DS2 Manage third-party services.
Acquire & Implement Deliver & Support DS6 Identify and allocate costs.

DS1 DS2 DS3 Ds4

All Al2 Al3 ME4 Provide IT governance.

=>  Continual

DS5 DS6 DS7 DS8 Service
Al4 AIS Al6 :
DS9 DS10 DS11

L\
DS12 DS13

Monitor & Evaluate

ME3 = ME4

PO2 Define the information architecture.

PO3 Determine technological direction.

PO4 Define the IT processes, organization and
relationships.

PO7 Manage IT human resources.

PO8 Manage quality.

PO9 Assess and manage IT risks.

Plan & Orgamze Al1 Identify automated solutions.

Al2 Acquire and maintain application

PO1 PO2 PO3 PO4 PO5 software.

Al3 Acquire and maintain technology

PO6 PO7 PO8 PO9 PO10 infrastructure.

Al4 Enable operation and use.

Al5 Procure IT resources.

Acquire & Implement Deliver & Support DS1 Define and'manage service levels.
DS2 Manage third-party services.

DS1 DS2 DS3 DS4 DS3 Manage performance and capacity.
DS4 Ensure continuous service.

DS5 DS6 DS7 DS8 DS5 Ensure systems security.
Al4 AIS Al6 = Continual

DS9 DS10 DS11

All Al2 Al3

.\
DS12 DS13

Monitor & Evaluate

ME3  ME4




Plan & Organize

PO1 PO2

PO6 PO7

Acquire & Implement

All Al2 Al3

Al4 Al5 Al6

Al7

PO3 PO4 PO5
PO8 PO9 PO10

Deliver & Support

DS1 DS2 DS3 Ds4
DS5 DS6 DS7 DS8
DS9 DS10 DS11

DS12 DS13

Monitor & Evaluate

FOCUS
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ME2 ME3  ME4
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PO4 Define the IT processes, organization
and relationships.

PO6 Communicate management aims and
direction.

PO10 Manage projects.

All Identify automated solutions.

Al2 Acquire and maintain application
software.

AlI3 Acquire and maintain technology
infrastructure.

Al4 Enable operation and use.

Al6 Manage changes.

Al7 Install and accredit solutions and
changes.

DS7 Educate and train users.
DS9 Manage the configuration.

-
-

Plan & Organize

PO1 PO2

PO6 PO7

Acquire & Implement

All Al2 Al3
Al4 AlS Al6

.\

PO3 PO4 PO5
PO8 PO9 PO10

Deliver & Support

DS1 DS2 DS3 DS4
DS5 DS6 DS7 DS8
DS9 DS10 DS11

DS12 DS13

Monitor & Evaluate

ME1

FOCUS
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PO4 Define the IT processes, organization and
relationships.

PO6 Communicate management aims and
direction.

AlI3 Acquire and maintain technology
infrastructure.
Al6 Manage changes.

DS3 Manage performance and capacity.
DS5 Ensure systems security.

DS8 Manage service desk and incidents.
DS10 Manage problems.

DS11 Manage data.

DS12 Manage the physical environment.
DS13 Manage operations.

=>  Continual
Service




PO4 Define the IT processes, organization and
relationships.
PO8 Manage quality.

Plan & Organize

PO1 PO2 PO3 PO4 PO5 DS1 Define and manage service levels.
DS8 Manage service desk and incidents.

P06 po7 PO8 P09 PO10 ME1 Monitor and evaluate IT performance.

ME2 Monitor and evaluate internal control.

ME3 Ensure compliance with external
requirements.

Acquire & Implement Deliver & Support ME4 Provide IT governance.

All Al2 A3 DS1 DS2 DS3 Ds4

DS5 DS6 DS7 DS8
Al4 Al5 Al6

DS9 DS10 DS11

L\
DS12 DS13

Monitor & Evaluate

ME2 ME3 ME4

Acquire & Implement: Al7 - Install and Accredit Solutions and Changes
Lot Related ITIL Process / o s .
Control Objective Focus Activities Focus Activitios Evidence
Al76
Testing of Changes
Test changes independently n
accordance with the defined test
plan prioe to migration to the
op erational environment. Ensure
that the plan considers secunty and
performance.
Yy Sy Sy ———
\‘_//_\ ! Servico Trans tian
| |Release &
1|Deployment
* Management
i|® Sewice testing Sign offs ara
1| and pilots provided to
! indicate that the Sign offs are.
AN 7 Final :,— results & level of captured in the
Test 1 [Service wtosting is Chango
5 Dusiness process 1Validation & appropriate for the Management
Ensure that business process owners and | [Testing Change % be system
owners and IT kehold, 1[® Perdorm tosts implemented to
evaluate the outcome of the testing evaluating Tl  Evaluate axit Production
process s determined by the test outcome of testing : aler
g"'" e Ile  and report
emediste significant errors e 1
identified n the lesting process, |
having completed the suite of tests : _____________________________
identified in the lest plan and any
e cessary regression tests.
Fallowing evaluatson, approve
promotion to production.

:
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Managing IT Compliance remediation using Service
Management processes

Incident Problem Change
vastersenice | [Categorization
Request for IS
Compliance onIy]
1S Audit
Items 2009
Network
Security
Audit [Known Error|
Finding 1 . "Zfeiﬁ'n“.'cf? Change
A fix)
Known Error
Finding 2 I w/
B Justification
L Finding3
XXX
‘ PenTest Finding x
c
1S SOX
pliance
2008 ] New
2008 SOX o Problem
PwC ——— Findingy — under
Compliance D investigation
2008 SOX
IS Self Finding z
Assessment E

- — —
LA AN
- —
IV

Q&A

o Discussion
o Questions?




